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Abstract: Security has consistently been a numbersgame. Time
to discovery and timeto reaction have been measurements security
groups have looked to diminish since the get-go (or if nothing else
the start of PCs...). However, what does it take to really decrease
that number? Mechanizing security undertakings like the ones
described in this paper isno longer a " niceto have." It'sa " need
to have" Automating house features incorporating security
advancements can alleviate many of today’s biggest security
issues and offer us group operational efficiencies that can profit
us now and over the long haul. Our work aims in automatic
handling of security operations-related tasks. It takes care of
executing these tasks, such as scanning for vulnerabilities, with
minimal required human intervention. We propose a complete
smart security system with home automation techniques
complementing security advancements. The system is controlled
by a mobile application which works in dual mode. In the first
mode, theowner can control thehome upon his/her discretion and
can access the home automation features such as unlocking their
house using the same application without being physically
present. While the other mode requires the person (trying to enter
the house) to be physically present and provide his fingerprint
biometrics and face detection to access the house. The photo of
the person is sent to the owner for his confirmation and the owner
can then decide whether to identify and allow the guest as an
acquaintance or to report to the police as a suspect. Both modes
allow the use of home automation techniques using thedial pad of
the owner’s phone.

Keywords: Automation, biometrics, dial pad, face detection,
measurements, mobile application, smart security system.

. INTRODUCTION

At the point when we look at our family, and our home,

we realize we need them to be protected, constantly out of
harm and mischief's way. The developing wrongdoing rates
crosswise over urban communities mirror the severe redlity.
Research led by the Rutgers University School of Criminal
Justice demonstrated that alarm systems help discourage
burglars. Another exploration directed by the University of
North Carolina demonstrated that robbers would be reluctant
to enter a home fitted with an alert framework.
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Truthbetold, 31% of burglarsarelikely to withdraw froma
home if they come across a security framework. Hence
security isthe topmost priority nowadays.

On top of this automating house features has become another
need of the hour. Home automation refers to handling and
controlling house features by utilizing small scale controller
or computer technologies.

Automation is well known nowadays since it provides ease,
simplicity, security and efficiency. In this, severa discrete
systems are deployed which detects the status of connected
appliances and updates to the central webserver. A user can
also remotely control and access the status of the appliances
i.e. switchesit on/off. Thispaper will describe the approach of
controlling house features completing security techniques.
This smart home automation and smart security systems is
proposed to achieve the desired comfort with simplicity and
utmost security. Wireless home automation and home security
are the dual aspects are this project. The complete system
consists of dual modes. The former mode allows the owner of
the house to control the house automation features remotely
upon hislher discretion. While the later mode requires the
presence of the guest entering the house to serve his
biometrics and alow the installed camera to do the face
detection. The picture of the person is then sent to the owner
through the webserver so that the owner can alow the person
into the house or not. Several arrangements of the unexpected
guest of the owner can be done such as opening the door,
switching on various connected appliances inside the house
and welcome the guest. In case of any suspect the owner can
report the same to the nearest police station in demand of
help. The same can be done when the owner himself entersthe
house and by virtue of the complete smart system, he can
make arrangements from his doorstep such that as soon as he
enters his house he can make himself at full comfort without
manually having to switch on the electrical appliances or his
favorite T.V. channel for an example. Thus, using the same
set of sensory arrangements, the dual problems of home
security and home automation can be solved on a
complimentary basis. The main advantage of this1oT system
is that everything is done and controlled by the mobile
application and even if WiFi isnot available we can accessthe
arrangements using the dial pad of the phonewhichinturnis
regulated by the mobile network services. In other existing
strategies the sameis not possible along these lines,
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Mobile Application Based Home Automation with Security Advancements utilizing 10T and Computer
Vision

by overcoming all the drawbacks we have implemented this
project Mobile application-based home automation with
security advancements utilizing 10T and computer vision.
This project provides more comfort combined with simplicity
brought at the fingertips and proves out to be very convenient
and useful for old, aged, disabled the people who are advised
not to do much physical work because of health conditions.
Also, it makes the entry/exit record of the house entry digital
and easier to access and view.

[I. LITERATURE SURVEY

To comprehend the requirement for a cost-effective and
scalable system, and before jumping in to give our own
solution, we must initially comprehend the current research
and work done in thefield. [1] One of the papers proposed to
operate remote-controlled Home Automation Systems using
Domoatics (interaction of different technologies and services
applied to home automation systems) in order to make the
system more comfortable, secure and reliable. Their primary
objective was to use digital standards to provide outstanding
emergency backup control in case if any of the technology
used goes down at any moment. Few standard technologies
which they used are XML, IP, HTML and WML. They were
also successful in testing these technologies and their
functionalities using UPnP or X-10 compatible devices. [12]
Another paper focused more on migrating the initial control
mechanisms of deviceswith simple functionalities to advance
devices. One of their features was to incorporate a secure
means to isolate other RF devices being added to the home
network without being authorized. They achieved this using
an easy handshaking protocol through the user interface.
Users were required to obtain user login and password to
access the site secured through the SSL algorithm protected
server. [7] They focused on automating very few appliances
in the flat as to serve a certain need arising at any moment.
They incorporated atimer which switches ON/OFF two lamps
cyclically for adefined period. Periodic illumination of lamps
by atimer could stimulate the situation of aresident stayingin
the flat. [9] Their work was to make an 10T system which
focuses on sending aert to the house owner through the
internet in case of any trespass and to raise an alarm if
required. They used TIOCC3200 to control all the electrica
appliancesin the home.

[5] Another paper objective was to use a web-based interface
over the web, while the home appliances would be connected
to the website remotely. They used a smoke detector to sense
the fire and raise an adam in case of any crucia
circumstances. They employed LAN (Loca Space Network)
to connect various hardware modules, sensors and the server.
An expensive option, complexity reduces, but accuracy
compromised. [13] Their main motive was to incorporate
SMS technique to all the magjor home automation features.
GSM was also used in order to attain SM S features and detect
the intrusion and start an alert about the breach or intrusion.
Consequently, no certifiable conditions or difficulties were
even tried, and subsequently it is may not dependable or
beneficial to secure and protect the home. [2] They presented
a cell phone-based low-cost home automation system.
Applications are connected to the Arduino board and
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communicate wirelessly with the cell phone. Their device can
be operated on Symbian operating system. Users need to
obtain a password for pairing the Arduino BT and the cell
phonein order to access the home appliances. This system has
avery limited use case and can work on only Symbian OS cell
phones because of the program written in python. Also, the
applications on which the system is tested are very rare and
will fail in case of long-range applications. This system
employs the use of Bluetooth and thus wastes a lot of energy
sensors such as gas sensor, humidity sensor, PIR and
temperature sensor to monitor the environmental conditions
and direct the signalsto the Arduino UNO and then relay the
appliances. The applications are only limited to
environmental parameters monitoring and provide remote
monitoring to the user with no security aspect involved. Thus,
the system compromises accuracy to reduce cost.

[3] Another paper presented their work using a DTMG
(dual-tone multiple frequencies) based system which consists
of aDTMF decoder and an ATMEGAS8 microcontroller. The
control signal was sent via the remote mobile phone as a
DTMF tone and is received by the domestic mobile phone
which is further decoded by the DTMF decoder MT8870 IC.
This output logic signal is fed as an input to the ATmega8
controller to control the output appliances. Thissystemisvery
effective and cost-cutting but can fail in case of the logic
signal being tampered on the way from the mobile phone to
the decoder. [6] In this paper the home appliances are
controlled using input voice speech. The speech recognitionis
done by SVM (Support vector machine) while the home
automation system is implemented using GPRS (General
Packet Radio Service). After converting the input speech to
the text output, the keywords are extracted to match the
command to an action and then is executed. This method
requires many training datasets to achieve real-time and good
accuracy to seamlessy convert demandsinto actions. Also, in
case of any new command, the system may not recognize the
desired action and fail. [8] A speech activated porta is
constructed to assist disabled users with a speech recognition
module that allows the interaction of only registered users
followed by a speech recognition system. The connection is
compatible to be deployed in a public network by using
existing web services, and telecommunication voice services.
[4] This paper employs a PIR sensor to detect the motion of
the person and sends the information to the ATmega 328p
microcontroller which is connected to an ESP8266 WiFi
module and an alarm system. The webserver is another
ESP8266 WiFi module which alows the user to
activate/deactivate any services using the internet with the
help of the microcontroller.

1. METHODOLOGY

A. Algorithm Flow

As our system involves security features, we are using
techniques such as computer vision to accomplish our
purpose. A camera module is installed at the entrance of a
house prototype whose task is to detect the face of the guest
trying to enter the house.
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The camera module is connected to the Raspberry Pi

(referred to RPi from here) which exchanges information
from the local system. When a person on the entrance is
found, the camera captures the image and sends the same to
the local system for image processing classification. The
system has the provision to allow a specific set of people to
enter the house without obtaining the consent form the owner.
This can be done by classifying the guest as a resident of the
house and storing it in the local server. Further, theimageis
sent to the owner of the house, through an Email along with an
SMS(to avoid therisk of availability of theinternet) to decide
whether to alow him or not. Furthermore, if the guest is a
resident of the house then his fingerprint is stored in the local
database. A fingerprint sensor is also installed to obtain the
biometrics of the person. Thisis an added security feature in
the security system. The advantage of this method is that a
part of time, power and money is saved by remotely
performing processing over the local system along with an
added advantage of comfort.
Finally, if the personis not identified as the expected guest or
the permanent resident of the house, the owner can inform the
nearest police station about the person determined as a
suspect. |n casethe person isthe expected guest the owner can
open the entrance door from his mobile application nor from
his phone’s dial pad. Over the top of all features, the owner
can handle the house appliances from his phone application
according to his need and comfort. Fig. 1 shows the detailed
flowchart of the same.

Fingarprint Sensor Module Activates|

Ciassifying the person as
from the avaiisble datssel

Yes /Y\ No

Match Found ]

a resident
of residents

plured Image is sent 1o the owner
for obtaning consentof enty

Person s afowed insido the house:
Via sppidiaipad of he phone

Fig. 1. System Flow
B. System Design

1. System Body Architecture

The system prototypeis prepared on acommonly available
cardboard box. At the front main entrance gate, a camerais
installed which is responsible to capture the images of the
person willing to enter the house. The main entrance is also
fitted with a fingerprint sensor module to obtain the
biometrics (fingerprint) of the person. The camera module
and the fingerprint sensor module are connected to the sensor
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through the raspberry Pi. The raspberry Pi isalso connected to
afour-channel relay which in turn is connected to an Arduino
UNO. Also, two small bulbs are connected to the relay
demonstrating the house lights, one as the main entrance light
and other asthe backyard lighting. Everything is connected to
the mobile application. Fig. 2,3 and 4 depicts the same.

2. System Circuitry Architecture

The central processing unit of the proposed system is the
Raspberry Pi 3B, with an Arduino UNO aiding its
functionalities.

2.1 The RPi is connected to the camera module and an

Adafruit fingerprint sensor module GT511C3.
2.2 The relay module is connected to both the RPi and
Arduino for controlling the AC sources.

2.3 The relay module is also connected with two light

bulbs to prototype the house appliances.

Fig. 2: Inside View of the System along with connected
peripherals

Fig. 3: Front View Fig. 4: Rear View

3. Network Architecture

Our smart system comprises of many appliances, but we
have shown only two in order to demonstrate the features. Fig.
5 shows the compl ete network architecture of the system. All
of them are connected to the central server via the RPi and
hence therelay module. All the appliances are to be connected
to a common WiFi hotspot. An association is thus settled
among these. On the off chance that online arrangement
administrations are to be utilized, for example, TensorFow,
at that point the server should be associated with the web.

Thisisclarified in detail, in the prospective segments.
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4. Layer Wise Architecture

The subsequent subsections of this section have been
organized asfollows: the data accretion layer i.e. the physical
layer of our framework the data link layer, the network layer,
the transport layer and finally the application layer.

4.1 The Data accretion layer (Physical layer): Thisis the
basic layer of our proposed framework. It is responsible for
the physical data accretion from the house environment. We
currently employ it using a camera module and a fingerprint
sensor module, the camera module clicks the picture of the
intruder/acquaintance and convertsit into a bitstream and

Rasgbery i3 Wirskss AccessPant  SenverInieface Ceniral Server
for peocesssing

Home Appliances

Fig. 5: Network Architecture of the Complete System

communicates it to the database through the transmission
layer. The main objective is to record the information which
can be gathered from the environment, at any given timein the
real world.

4.2 The data link layer: This layer makes sure the confirm
delivery of the data to the top layers for further processing.
Any type of error occurrence is being controlled through this
layer.

4.3 The network layer: Thislayer transmission of datafrom
one host to the other located in different networks. It takes
care of the packet routing and transfer of messages to the
owner whenever an intrusion is detected through the camera.
The technology used here to send the messages is using
Twilio API in python framework. Also, thereisaprovision of
avoice call received to the owner which is achieved through
the use of Vol P(Voice Over IP) and the owner can control the
actions of the door using the dial pad of the phonein addition
to the control using a mobile phone application.

4.4 The Transport layer: Thislayer provides servicesto the
application layer and takes services from the network layer.
The data obtained in the transport layer is referred to as
Segments. It is liable for the End to End conveyance of the
complete message. It adds in a control mechanism to our
framework such that it provides the acknowledgement of the
successful data transmission and re-transmits the data if an
error isfound.

4.5 The application layer: This is a user-oriented layer
which has its own intelligent interfaces to communicate with
the user. It isageneral way of how the data which is obtained
can be presented to the user without any coherency. The
major technologiesinvolved in thislayer are the way the data
is pushed onto the server, or how data can be retrieved. The
data must be continuously monitored but to convey some
special messages; an aert system can be deployed. The
mobile application provides an easy to handle user interface
from where he can control all the functionalities of his smart
home automation and security system.
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C. Modular Analysis

1. Thelmage Capturing Module

Once aperson is detected near the camerafixed at the main
entrance of the house, it captures the image, and send to the
classification module for checking the permanent feed set of
residents and if found the actuation module is sent high
otherwise the flag is set high and the picture is sent to the
server using the communication module. Further, the same
captured image is sent to the owner of the house as an email
and a message to take further actions.

2. TheClassification M odule

The RPi performs the classification techniques on the
image that it obtains. The algorithms to be utilized can be as
very good quality as conceivable since the central server
utilizes top of the line hardware equipment’s. Hence the
algorithms utilized ought to be performed by remembering
precision.

For demonstration purposes, we have made use of ‘dlib’
library which helps to concentrate all the facial landmarks.
We are also using image classifier which works on the top of
the TensorFlow model. It classifiesthe captured image among
the fed resident images by doing feature matching between the
input captured image and the training images.

Other algorithms for the same can also be used such as
Haarcascade image classifier.

3. TheFingerprint Sensing Module

The fingerprint module is attached to the Arduino UNO
and has a set of input fingerprints to check from the input
fingerprint. If the input fingerprint matches from the existing
set, theinformation is sent to the actuation module to open the
door and alow the guest inside the house.

4. TheHome Automation Module

This module helps in controlling all the electrica
appliances remotely through the mobile phone. In the
presented prototype we are controlling light and fans through
the mobile application. On alarge scale, many appliances can
be connected to the system such as TV, Air conditioner,
speakersand so on. Evenif the WiFi servicesare not available
the services can be operated through the mobile network
through the dial pad of the phone. This helps usto operate our
home appliances according to our will and has a lot of
advantages such as reducing the energy wastage, helping the
aged and handicapped people to control the appliances
according to their comfort.

5. The Security System M odule

When the camera detects the presence of the person, the
image is obtained and if forwarded to the owner through an
Email on his phone (Mail Id is predefined in the programmed
and can be changed), the owner verifies the identity of the
person and he can take a call on the same. If he wantsto allow
the person inside the house as the guest he can unlock the door
and can welcome the guest by switching ON the desired
appliances otherwise if he wants to inform the police station
about the intruder he can intimate the police with a single
click.
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The nearest police station (details predefined in the
program and can be changed) receives the image of the
intruder along with the location of the house. The police can
then take the necessary actions.

6. The Communication Module

The system may contain several houses being connected to
a central server. TCP/IP communication protocol is being
employed here for communication between the clients which
are each house and the central server. It is a client-server
communication-based model, with the house RPi asthe client,
the principal server being the server. Since the entire RPi code
is scripted in python, we have used python’s socket
programming APl for the communication. The image is
captured by the camera is being sent to the client RPi. If the
sent image is classified as one of the fed images the actuation
moduleisinformed otherwise theimageis sent to the server to
be further sent to the owner. Once theimage isreceived to the
owner the response is being sent to the client through python
socket.
In the case of several houses being connected to the central
server for enhanced security in a society/locality, the
individual house RPi clients should be connected to the same
WiFi network. In case of any individua client gets cut-off
from the network, the remaining connected clients will
function as always beyond any problem. Also, if in case the
server gets disconnected then communication will be getting
interrupted and the system fails.

7. The Actuation M odule

Depending on the response received from the RPi about the
classification result or from the fingerprint sensor module and
if the match isfound the system actuates and unlocks the door
otherwise the door is kept locked to ensure proper safety all
around. This is done as follows: the RPi sends the
information to the Arduino about the actuation, and if it isa
positive signal the actuation flag is set high otherwise the flag
is set low. The same signal information is being sent to the
relay board to taeke the necessary action and hence the
actuation works.

8. The Mobile Application M odule

In the presented prototype the information is being stored
on the tiny DB database and the mobile application is being
made on MIT App Inventor. The information is sent to the
database through the Raspberry Pi and is relayed to the
mobile application back and forth. The server performs the
exchange of data between the mobile app and the client RPI
i.e. the input information such as unlocking the door,
enabling/disabling the home appliances, is given by the owner
in the application and is sent to the server and then to the RPi
which process the instruction when the information needs to
be relayed to the owner the same is sent from the RPi to the
server and is then received by the mobile application. This
way the to and fro communication is enabled.

IV. RESULTSAND DISCUSSION

The preparation of mobile application with all the
discussed features, image capturing, biometric capturing,
home automation features, data communication (transmission
and reception) and actuation were al performed successfully.

Asdiscussed, the data control and display are done over the
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mobile application. Fig. 6 shows the home page of the app
which asks the user to select the desired mode of operation.
The mode of the security can be selected on the application as
shown above as Mode 1 or Mode 2. On selecting mode 1 the
next screen demands the user to open or close the gate. Fig. 7
shows the same.

The message bar above the gate open/close button displays
the status of the gate. On selecting the option for the gate
open/close the instruction signal is sent to the Tiny Web DB
and then to the Raspberry Pi and then the servo motor
compromising the actuation module controls the gate of the
house.

The owner can also check the captured image from the camera
on hig’her phone. Fig. 8 shows the image.

# 94
Screen2

apedty & freepik.com

= (=1

Fig. 7: Screen 2

©

Fig. 8: Image being captured on camera (viewed on pc)

On getting theimage and confirming the identity of the person
the owner can take necessary actions asin allow the person to
enter the house and enjoy the comfort facilities at the ease.
Also, the person receives a phone call on his mobile number
through the Twilio API to inform the presence of the person at
the main gate. The owner can alow the person inside the
house from the mobile app (needs internet facility) or through
the dia pad of the phone (without internet facility). Fig. 9
shows the owner getting the phone call from Twilio API.
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S Paper Problem
e No. Rgf. De-Merit of the discussed technique Sbsol"f]erd
+1 267-656-6075 No. v)\//ork
P ¢ | [0 | Accuracy trade-off toreduce | Yes
% Goe ' cost
— El Lack of real-time capabilities | Yes
6. and transmitted information
signal can be tampered.
. (6] Low Algorithmic Accuracy in | Yes
' case of new commands

Fig. 9: Owner getting call through Twilio API

Moreover, the owner has the option to control the home
appliances from the app. Fig. 10 shows the option to
control/switch ON/OFF two appliances. In this project Switch
1isused to control the main entrance lighting and Switch 2 is
used to control the backyard lighting of the house. For
switching OFF the lights the owner can long press the
respective switch to turn OFF the respectivelight. Fig. 11 and
12 demonstrates the lights being controlled through the
switches.

Fig. 11: Main Entrance
light switched ON

Fig. 12: Backyard light
switched OFF

Table- |: Proposed Prototype key featureswith respect

to already existing works.
Sr. Problem

No. Psep:r De-Merit of the discussed technique sbsolved
No. y our
work
1 [9 Doesn’t works fully if internet | Yes
) connectivity is absent
) [5] Accuracy compromised to Yes
' reduce complexity
[13] Area of implementation and Yes
3 use cases are very limited with
’ no real-world problems being
tested.
4 2 High Energy Wastage and Yes
' within range use cases
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V. ADVANTAGES

1. The home automation and security system work without an
active internet connection and thus can be useful on the
internet cut off situations.

2. Fingerprint and face detection along with verification helps
to provide high security for the house and to keep the records
of the people entering and leaving the house.

3. The records maintenance, in this case, turns simple, easy
and digital and can be accessed and used anywhere according
to requirements and in case of any thefts reporting’s.

4, Thislow-cost system with minimum possible requirements
takes care of both home automation and house security at the
same time.

5. The system is helpful to the handicapped, old and aged
people and the people who are advised not to do much
physical work because of health conditions.

6. The automation of the home in no way lowers the security
features of the system instead proves to be timesaving, secure
and reliable.

VI. CONCLUSION AND FUTURE SCOPE

The proposed system has been successfully implemented and
tested. This paper presents a low cost, smart and
cost-effective system that employs 10T and image processing
to optimize the security process of the house. Moreover, the
use of exact needed hardware’s allows the user to change and
reprogram the features according to the need and desires of
the residents. In addition, the appropriation and enhancement
of the best highlights from advances, into a solitary
incorporated framework, makes it exceptionally productive.
The deployment of OpenCV in areal-time scenario for image
detection and classification makes the whole module very
dynamic, efficient. Also, to optimize the memory, time and
speed, the images are being sent to the central server from the
raspberry pi to ignore the necessity of huge data storage. This
central server can also handle a lot of tasks (pull and push
requests and storage tasks) at once without any lag and delay.
Thus, this method comes out to be easy to expand and very
fast and easy to receive. The system can also be integrated
with furthermore sensors and actuators to realize and analyze
more data from the house in real-time. We can aso direct ore
functionalities to the application in order to make the
functionalities broader and more convenient for the owner
and guests in the house. The image processing algorithm can
be improvised, and some more security protocols can also be
integrated to keep the house data more safe and secure. This
smart system can also be used for the smart cities under the
division of security and surveillance and to keep the city safe
and clean.
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