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Abstract: Although the 1oT opens the door to endless
possibilities, but it is also associated with many risks because all
devices connected to the internet involve the use of data points.
Therefore, it is essential to ensure 10T security and privacy. A
review of existing research works highlights the usage of
traditional security scheme based on cryptography for data
transmission among 0T nodes and gateways. The proposed
system proposes an integrated model that combines lightweight
encryption techniquewith robust and cost-efficient authentication
mechanism. The proposed system introduces digital
signature-based authentication and complexity minimization in
order to resist the involvement of any kind of unknown attacks.
The simulation outcome of this model exhibits reliable security,
faster response times and energy savings for 10T nodes.
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. INTRODUCTION

The Internet has become a primary choice for many people
to perform their work according to their own needs. People
not rely on the Internet to share content, but they can also use
the Internet for entertainment purposes, effectively
accomplishing tasks and meeting their needs without relying
on time and particular geographic locations. Another areais
evolving due to the advantages of the Internet, which enables
objects-(things) and machines to be interconnected and
communicate over the Internet called the Internet of Things
(1oT)[1-2]. The IoT ecosystem is a collection of smart
(capability of storage and processing)-electronic devices that
areinterconnected by the Internet to provide efficient services
to end-users. The core concept of the 10T is to automate the
work that people usein their daily lives. The smart electronic
devices are subjected to an object that has specific sensors
engaged to it to sense and collect information from the
physical world [3]. The information is stored at the loca
storage hub is then forwarded to cloud storage. Findly,
authorized people use that information to take suitable and
applicable actions. There are many applications like health
care, home automation, transportation, infrastructure
management, agriculture,
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and many more in which the concept of 10T has deployed that
become smart and automate their work with the help of the
Internet [4-5]. Applications supported by the 10Ts typically
handle sensitive data. Therefore, protecting such data from
tampering, illegal disclosure, and protection from other
security and privacy attacks is a significant concern for
everyone. Since the functionality of 10T is highly dependent
on the Internet and data that are shared over the Internet are
quite vulnerable to many attackers on the Internet [6-7].
Therefore, data security and its privacy are the most important
issues in the development of oT. In addition, the IoT is
vulnerable to well-known security attacks such as a denial of
service (DoS), Man in the Middle-(MIM) attacks, cloning
attacks, eavesdropping attacks, and routing attacks [8]. Many
researchers and developers around the world are working
hard to address various security issues associated with the loT
ecosystem [9]. However, ensuring adequate security in
loT-ecosystem is a challenging task due to the heterogeneity
of theloT. TheloTsisafusion of different technologies that
all have their own security and privacy flaws that need to be
addressed in the underlying architecture of 10T. In addition,
loT devices are resource-constrained, and traditiona
cryptographic oriented security solutions cannot be
implemented to such devices because performing the complex
cryptographic operations can consume the whole energy of
such constraint nodes. Also, such implementation operation
can have a severe impact on the performance of both data
transmission and security mechanisms, which makes them
prone to information integrity and confidentiality associated
issues [10]. Therefore, there is an urgent need to develop an
efficient security protocol to provide identical security
strength in the 10T ecosystem. Therefore, the proposed study
aims to design an analytica model using a lightweight
encryption technique and an efficient authentication
operation, which is responsible for introducing a novel
mechanism that provides secure communication without
using much energy resources. The remaining part of this
paper is arranged as follows: Section |1 discusses the existing
literature where different techniques are discussed for |oT
security. Section I11 illustrates research problem based on the
review of literature. Section IV presents system design.
Section V presents a gorithm description. Section V1 presents
result of the proposed methodology and finally the conclusion
of proposed system is presented in Section VII.

[I. LITERATURE SURVEY

This section presents a review of existing research methods
towards securing the Internet of Things-(1oT). Shi et al. [11]
focused on the encryption technique for executing
signcryption operation and digital signatures.
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This approach shows its effectiveness because it does not
allow loT-devices to disclose the confidentiality of
data-packets and privacy of communication link information
inthe loT system. The work done by Dao et a. [12],

have tried to solve the problem associated with key
management and agreement using special features and
attributes from the social networks. The study of Das et a.
[13], have adopted the concept of elliptic curve
cryptography-(ECC) to enable access control mechanism in
an loT ecosystem. An extensive discussion about physical
layer security is given in the study of Wang et al. [14] to
achieve precise levels of confidentiaity and improved
adaptability to network changes. The study of Arshad et al.
[15] introduced an approach for green 10T implementation for
minimizing the energy consumption of equipment using the
loT and for maintaining environmental security. The study
has discussed policies, common architecture, and recyclable
materials of 10T. Wazid et al. [16] studied about the security
approaches and presented a key management-oriented
scheme to encourage autonomous evaluation of security
strength. The work done by Santoset al. [17], have conducted
an extensive analysis about software agentsincorporated with
intelligence mechanism. The study of Cheng et a. [18]
studied the mobility functions and methods in the
communications field that are limited by maware
propagetion, taking advantage of the new challenges
associated with cyber security of 10T. Ransomware and its
impact on 0T is investigated in the study of Yagoob et al.
[19]. The study has classified objective of ransomware, i.e.
Crypto, Locker and Hybrid. Severa infiltration techniques
are presented and discussed, considering multiple attributes
like botnets, social engineering, and 10T equipment as attack
vector to launch malware into protected building. Zhou et al.
[20] carried investigational analysis on network security and
its impact on I0T. In this, the authors have introduced 10T
function that included a unique set of features from loT and
differentiated it from other computing systems. These features
can help devel opers to enhance the security and privacy flaws
of loT systems. There are various existing surveys and
investigational analysis on security and privacy issues in the
loT eco-system. The work of Liu et al. [21] carried an
extensive analysis on performance of routing based approach
in large sensor networks. Here, the authors have reviewed the
fundamental principal of routing and its control messages.
The study of Fu et a. [22] focused on the opportunities and
potentia threats in specia types of loT-assisted application
i.e. homes and hospitals. Similarly, the work of Roman et al.
[23] carried an anadlysis highlighted various research
challenges associated with security. Also the study has
suggested possible solutions oriented on authentication,
access control, and cryptographic based approaches.
Wallgren et al. [24] conducted an extensive analysis of many
routing attacks and compared their strength against such
attack. Also, the authors have enhanced their survey work
using a heartbeat technique to eliminate selective forwarding
attacks. However, the presented work only discussed attacks
that are totally associated with WSN. In addition, the study
has not illustrated detailed information on mitigation
methods. The authors of [25] have carried a survey on the
location-based security issues in the [0T. A brief review of
routing attacks and 6LOWPAN layers is conducted in the
study of Pongle and Chavanin [26]. The study also discussed
the various intrusion detection systems to eliminate routing
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associated security attacks. However, the authors have
presented a brief discussion of the mitigation techniques, and
it does not suggest current and novel recommendations. The
study of Ngu et al. [27] mainly concentrated on security issues
associated with 10T middleware and conducted a detailed
review of the existing security mechanisms and their issues
related. Patil, and Sunitha [28-29] aso worked for
introducing novel authentication mechanism with robust
privacy preservation for |oT communication system. In this
the authors have discussed about various attacks and their
solutions. A comprehensive survey on routing security is
offered by Airehrour et a. [30], and aso, the authors here
studied various reliable techniques used to reduce the
possibility of routing attacks. However, the security discussed
here is mostly suitable for WSNs, not for the 10T system.
Another work by Alaba et a. [31] is subjected to routing
attacks, but in this, the authors have not specifically discussed
the different classes of attacks launched on the routing
operation in the network. The study of Yang et a. [32] carried
areview analysis on the existing previous surveys work, and
based on that, the authors have explicitly classified different
kinds of attacks in 0T infrastructure. In this, the study has
described various aspects of research in loT security,
including security risks, threats, and unresolved issues, and
also suggested some beneficia key points to support future
research work.

I11. RESEARCH PROBLEM
The following are the research problem associated with 10T
security and privacy issues.

e Most of the existing security approaches for the |0T
system are formulated according to the particular
context of 10T infrastructure. The impact of attacks
and security threats is mostly different in wireless
sensor networks (WSN), and it has been observed
that very few studies have investigated their impact
over the Internet assisted communication system.

e Various existing schemes are found to be highly
recursive, which is not practical to implement in
energy constraints nodes. Therefore, this will result
in an excessive reduction in resources from the
sensor node, causing both communication and
security standards to deteriorate.

e The use of advanced and complex cryptographic
based security techniques is much greater in the
existing studies without much focuses on
lightwei ght-based security mechanisms.

Existing methods for data transmission to a particular 10T
gateway generally associated with traffic management issues,
energy efficiency issues, and complexity issues.

Hence, the problem statement for proposed study can be
expressed as “It isa challenging task to introduce an efficient
computing framework in which an enhanced and powerful
authentication mechanism can be built to provide top-level
confidentiality in the loT communication system."

V. PROPOSED SYSTEM
The proposed research work introduces an integration
framework that is responsible for providing secure
communication, and a strong authentication mechanism for
|oT assisted applications.
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The main motive of the proposed system is to guarantee that
no illegal node or participants in the |oT ecosystem can
participate in the operation of the data distribution and
communi cation process.

The proposed implementation is conducted using an
analytical approach that progressively provides efficient
security mechanisms and consistent communication between
wireless nodes and 10T gateway nodes. A schematic of the
proposed system isillustrated in Figure 1. The overall design
of the proposed system is built-in in a dual layer of security
implementation.
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The first layer of the implementation module presents a new
mechanism for bootstrapping public keys, after registering
sensor nodes within the 10T gateway. In this, eliptical curve
cryptography (ECC) is adopted to constructing keys on the
basis of secret key installation, which executes encryption
operation using the concept of a low-complex hashing
mechanism. After the security key is installed with the
gateway node and with all its member nodes, then a reliable
grouping is established to assign the valid node to the gateway
node. The proposed system is also built to take into account
the movement of sensor nodes to eval uate dynamic scenarios
and has the potential for supporting rapid secret key updates.

Bootstrapping of Keys

Node enrollment

loT Gateway
Node

ECC Secret Key

establishment

Encryption with
hashing

constructing secured &
efficient keys

Sensor
Node

Initialization stage

weISAS uole Busb fo M

Securetransmission of
packet- SOA

Signing operation-SCM

Signature oriented
Authentication

Security with complexity
minimization

Fig.1 Proposed system

The second layer of the implementation moduleisresponsible
for enabling a secure authentication system, with a novel
energy-efficient mechanism for communication operation
from loT nodes. The proposed system uses Signature oriented
Authentication-(ScA) and Security with Complexity
minimization-(SCM). In SoA, adigital signatureis generated,
where an initialization process is subject to homomorphic
encryption over the packet to be transmitted. Further, the
secret key constructor is built using a stochastical method,
where the master secret key is chosen in a random manner to
generate the private key. The next operation is responsible for
creating secure and efficient keys based on the private key
acquired from the master matrix. The proposed system then
performs an authentication process based on the timestamp to
validate the integrity of the acquired message. Once the
correct timeisfound, the loT node will perform a calculation
to estimate if the acquired message is originated from avalid
user or not.

The SCM is responsible for performing authentication over
the generated messages, primarily to minimize the complexity
that may be caused by the addition of digital signatures. The
initial operation of SCM is nearly the similar as SoA, but the
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key management process in SCM is little different. In this
system, a secure and efficient key is constructed by acquiring
aprivate key before adigital signatureis applied, and the loT
node cal cul ates the dynamic signature based on the encrypted
data and signature obtained in previous operations. Also, the
authentication operation is performed over the received
messages based on the timestamp, after which the destination
loT node performs a calculation to estimate if the received
dataisvalid or not. The packet is then forwarded to the next
loT node and continues till it uploaded to the cloud through
the access point. The next section presents the algorithm
description for the proposed security implementation.

V. ALGORITHM DESCRIPTION

The proposed system recognizes the strengths of using a
digital signature, that offers rapid security validations and
cost-aware implementation where the framework is primarily
comprised of multi-level stagesthat constructs unique keysin
an efficient way that even if any key istempered by malicious
user,
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then the malicious user can never be able to decrypt.

Another peculiarity of the proposed system isthat it provides
energy saving mechanism using concept that dynamically
selects local gateway nodes, which is different form the
existing systems where 0T devices send messages directly to
the 0T gateway.

i) Algorithm for secret key generation

event of matching two dissimilar keys generated by the
gateway node and the sensor node (line 10). The algorithm
efficiently sustains good layers of protection and therefore
provides global privacy.

i) Algorithm for Authentication

This algorithm is executed within the gateway node which is
responsible for generating secret key. The steps involved in
the proposed agorithm are as follows:
Input:N Ty p,A
Output: o, (final secret key)
Start
Step1:init N(nodes),d(IoT attributes),E_ (tuple parameter)
Step2: compute P’Sﬁey = €= {1, ®y, Wy}
Step3: BSy, — (E, Il Puby || PSE,,)
Step4:Fori=1:N
Step5: 6, = . Py, T[qz, Pl
Stepb: g, = qq.p
Step7: [05,0,] = [e,.my )& g5 = [1, + f{05,0,)]
Step8: FPSE,, = f(e,)
Step8: FPSE, . = f(e,)
Step9:1f o,.e == (c(n)
Steplio, = w,#id*= q#id #p
End
End
End

Input: Init (Initial node energy), P, .(Probability of local
Dynamic gateway)
Output: § Constructed Signature)
Start
Stepl:init L,pinite, Py,
Step2: Struct: M = m, .,
Step3: Fori=1:N
STEI]4: (Rkj - kcmu‘(
Step6: d — N ()
Step7: selectd with arg,,;, (dis)
Steps: SCD?!EF - f(lni‘g_.kﬂj

End
End

I:'CIHBtE

Mg "’p rima j

This algorithm is executed within the gateway node, which is
responsiblefor producing anew formof initial secret key. The
algorithm takes input as N-(number of nodes), A(
Deployment area) Tr-(Transmission range), and P-(prime
number). The algorithm considersan 0T attribute of variable
0 as a set of various protocols accomplished by the gateway
node (Step-1). Since the proposed system adopts concept of
ECC, therefore, it calculates a set of prime numbers-(p) that
begin from 2° to 0. The system also makes use of ECC tuple
parameter E. whichisacomponent of multiple unit finitefield
attribute on the ECC curve. The proposed system uses the
private key Py to calculate the public key Puby. In the next
step, g, %o, ®a, and x, are treated as elements of the matrix C
(Step 2), forming an encrypted pass key PS,". Finaly, the
algorithm generates the bootstrap key BS,,, based on E,
Puby, and PS," (Step 3). The next step is subjected to
perform secret key generation, where the algorithm considers
all nodes N (step 4) and obtains node location information.
Thenit calculatesthetemporary variableid by multiplying the
unique identifier u, by e;. Then after o, is generated as first
security token (step5), where variable g is subjected to scalar
product of the unique node identifier, %, €, and Pg-(public
secret key), while variable g, is subjected to scalar product of
the unique node identifier with low processing capability p.
Another security token is produced by the scalar product of gs
and node with less computing capacity (step5). The system
also calculates the other three security tokens o3, 6,4 and o5
(step7)). The final encrypted pass key FPS,© is constructed
using function f(x) which issubjected toxz * id * kx * 61 * k3
* K4 * p (step8) where k isarandom variables. A conditionis
established(step9) to construct final secret key, if there is
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This algorithm takes input as Lap (location of the access
point), Initg (initial node energy), and p_ (probability of the
local dynamic gateway). After executing al steps it will
generate signature which is mainly subjected to the
authentication mechanism. The first stage of the algorithm is
subject to the initialization of parameters (step-1). In the next
step a memory structure is created to recall the master key
(step2). The proposed algorithm takes into account al loT
nodes-(N) (step3) and performs its initial step of parameter
initialization to generate a random key-( Ry) (line 4). The
constructor keons acceptstheinput of the master key (mye,) and
the prime number P to generate the private key (line 4). The
proposed system then adopts the concept of SoA, which
implements the selection of dynamic local |oT gateway
nodes, where the nodes with sufficient energy are considered
Ne (step 5). This operation also considers a parameter Q to
confirm that the qualified 0T gateway node is dynamically
included. Finally, the optimal |oT gateway node is chosen
locally according to the minimum distance (Step 6). The next
step considersthe input parameters of the message mg; and the
encryption key k. (line 7), to produce the signature sig using
the encryption function f(x). For the SCM method, similar
steps are repeated, considering active and passive operation.
The SCM mechanism executes at compile time and
automatically selects the dynamic local 10T gateway node
without performing transmission of unnecessary data packets
to get the information. In addition to the active mode that
includes signature generation, a similar process to the digital
signature used in SoA is used in the SCM. The fina step
transmits the data through access node, by which the end user
can access it through the cloud service. The next section
presents outcome of the proposed system to validate its
effectiveness and scope for proving efficient security in loT
ecosystem.

VI. RESULT

This section presents the result of the proposed methodol ogy,
followed by the comparative
analysis.
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The implementation and strategy of the proposed integrated
system is carried on a numerical computing tool installed on
windows 10, 64 bit. The proposed study brings a unified
framework to secure loT communication system based on a
novel mechanism of secret key generation based on ECC and
authentication where encryption mechanism using signature
generation (SoA) and signature verification (SCM) is applied.
In order to validate the effectiveness and scope of the
proposed integrated framework for |oT protection, a
comparative anaysis is performed with energy-efficient
systems of the existing work by Shen et a. [33]. In order to
conduct a comparative analysis, only the main approach of
Shen et al. [33] has been used on the same implantation
environment as the proposed system. The anaysis is
performed on 50-500 10T nodes in the simulation.

Signature Generation
1

0.87723

= Proposed
m Existing

Processing time

0.3317

Proposed
Fig.2 Compar ative analysis of processing timein
signature generation

Existing

Signature Validation

0.87327

H Proposed
W Existing

Processing time (s)

02 | 0.17355
" -
o

Proposed

Existing
Fig.3 Comparative analysis of processing timein
signature validation

Residual Energy

0.5971
% 05 -
1)
‘n:; wl u Proposed
z . u Existing
= 0
3
-IE 02
g 0.125%
]

Proposed Existing

Fig.4 Comparative analysisfor residual energy

A. Security Performance Analysis: The proposed system
isintroduced to withstand different types of security attacks.
Despite any attacks, no valid 10T node can decrypt an
encrypted message due to relying on authentication using
digital signatures. Another significant factor is that the
computation of digital signature hasto be performed on every
usage without depending on prior information, so the
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generated signatureis extremely secure, and its authentication
policy (SCM) offers proof of verification. Therefore, the
attacker cannot obtain encrypted data because the next
authentication module will cause the opponent to fail because
it has no option to calculate verification model dependencies.
In addition, the proposed system has not implemented any
complex nature of the encryption mechanism. Compared with
the existing systemsin Fig. 2 and Fig. 3, it isanalyzed that the
processing time is significantly shortened. It has also been
observed that the proposed system reduces delay factor i.e.
time required in signature verification and also protects the
system from man-in-the-middle attacks due to faster response
times.

B. Energy Performance Analysis Energy is a critica
parameter for assessing the performance of any security
technique in the context of energy constraints nodes. If a
security mechanism found to be effective in terms of energy
efficiency, it can be considered that it prolongs network
service duration and aso contribute to the performance
enhancement for data delivery operation. The proposed
system provides an energy savings mechanism as it does not
depend on the location of the 0T gateway and access nodes.
The proposed system does not require consuming large
energy to perform data processing operations because the
proposed algorithm does not include complex encryption
operations. This meansthat the proposed algorithm involvesa
very less number of iterative steps while performing security
operations. Therefore, the introduced framework is found to
be highly power-efficient, as seen from the comparative
analysis of residua energy (Fig. 3).

VII CONCLUSION

The proposed study has offered anovel integrated framework
to provide efficient security mechanismsin the 0T ecosystem
based on a secret key generation using encryption and digital
signature mechanisms using ECC and authentication
mechanisms. Overall contributions of proposed system are: i)
anovel bootstrapping technique is implemented to produce a
public key to be used the 10T gateway node for its assigned
member node, ii) adifferent secret key generation scheme has
been designed based on light-weight hashing approach, iii)
Although the accumulated data is forwarded from the 10T
node to the static gateway node, the proposed system allows
selection of 10T node dynamically to act as a gateway node
and lv) the proposed system gives novel authentication
scheme using digital signatures, where the proposed
algorithm generates it based on analysis of the traffic pattern
of the 10T node. The simulation outcome exhibits that the
proposed security method is efficient to offers reliable
security  solutions, with quick processing time and
energy-saving mechanism compared to existing algorithmsin
loT.
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