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 

Abstract: Encryption which is defined as a process which 

converts plain text into a coded form i.e. which is in an unreadable 

form, so that no one can extract it or read it. It is very important to 

keep our data safe. There are a lot of techniques which are used 

for this purpose. Playfair technique is one of them. Playfair 

technique is used for the encryption of data. Playfair technique 

allows the existence of alphabets (upper case and lower case both), 

integer value and special symbol. In many algorithms only 

alphabets is used, most of the algorithm used alphabets as well as 

integer value and so on. Playfair techniques consider the plain 

text as single unit and convert the plain text into cipher text. The 

use of this technique is a challenge to the attack to understand the 

text and then decrypt it. Some time it may be possible for the 

attacker to understand the plaintext due to their weak matrix and 

key. To overcome this problem, this work proposes a technique 

that enhances the security of play fair technique using 

rectangular and substitution matrix. This work uses 8*8 matrices 

that contain alphabets, integers and special symbols. The objective 

of this work is to provide security for the data that contain 

alphabets, integer value as well as special symbols during 

transmission. 

 
Index Terms: Rectangular Matrix, Substitution Matrix, Gray 

Coder, Encryption and Decryption and Key Compression.  

I. INTRODUCTION 

  The network security and cryptography are the two very 

important in terms of cyber world because without these two 

things our data is not secure. There are mainly two types of 

data the one is authenticated and the other is confidential data. 

If we talk about the symmetric cryptography then it includes 

confidential data but not authentication while on the other 

hand the “digital signature” includes authenticated data and 

not confidential one [1]. 

Cryptography is the science of secret writing known as 

ancient art. This is the technique with which we can convert 

the message into secret text which is not easily to use to ensure 

that the contents of message are confidential transmitted and 

would be not altered. It is the technique for hiding data and 

information from unauthorized user. When we send a simple 

message from one location to another then we use one of the 

cryptography method for conversion of plain text into cipher 

text [2] [3]. Data security is required because of the large 

number of cybercrimes [4]. It is called the encryption 

technique where plaintext is randomized using a key to be 

ciphertext [5] [6].  

Mathematical and computer science are the major parts of 
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the cryptography.  For the proper knowledge of public key of 

cryptosystem, number theory should be known properly. The 

public key algorithm is more reliable on mathematics than on 

permutation, the public key cryptosystem is based on 

mathematical function more than substitution method. As we 

know that public key cryptosystem is based on the method of 

cryptography that is asymmetric rather than symmetric 

cryptography [7]. 

Play fair cipher is widely used and quite useful in its era. 

Play fair cipher is a classical cryptographic algorithm that 

belongs to a Polygram cipher where play index is con-verted 

to a Polygram form and a decryption encryption process 

perform for the poly-graph. The playfair cipher is not more 

protective because it provides only 676 structures. We use 

Playfair cipher to encrypt and decrypt the data. We use rows 

and columns as a sequence using alphabets. This method 

creates security while we transfer the data because we use 6*6 

matrix and 8*8 matrix. Our work on focus on increase the 

matrix size by using special characters, numbers, and so on.   

II. RELATED WORK 

In [8] the authors have proposed a 6*6 matrix which includes 

alphabets in uppercase and integer value. This work uses the 

loop process to generate the keywords. Four keywords are 

used for encryption and decryption process. In [9] the authors 

have used a 6*6 matrix which consist the alphabets as well as 

integer value. This work uses the excess 3-code to provide the 

more security. A method is also proposed here to generate the 

rectangular matrix. Key encryption process is also done for 

more security which is done by Caesar Cipher technique.in 

[10] the authors have  used  a 12*8 matrix which consist the 

alphabets, integer value as well as special symbol. The author 

divided his work into two parts. In the first part he extended 

the size of matrix and in the second part converted into ASCII 

code (American Standard Code for Information Interchange). 

Further this work uses RSA public key encryption for the 

encryption of key. In [11] the author used a RSA digital 

signature algorithm. Digital signature algorithm provided the 

data services. In this work, key is encrypted during 

transmission. In [12] the author used in his research a 10*8 

matrix which consist the alphabets (in uppercase and in 

lowercase both), integer value from 0 to 9, list of operators as 

well as list of brackets. This work has divided into two parts. 

In the first part the key encrypted with the help of ASCII code 

and in the second part the concept of digital signature used 

[13]. A great deal of research has been done on various 

characters of Playfair ciphers.  In [14] the authors have 

modified a 5*5 matrix to a 7*4 matrix. In [15] Playfair cipher 

is very strong for use in a wireless and mobile 

communications. This potential of Playfair cipher lies in a 

simple way which uses less 

power; consume less power 

such as algorithm RSA, 
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DES, and AES. This paper represents a various sizes of 

matrices like 9*9, 10*10 and 11*11. Hence it depends on 

Playfair cipher where it depends on us which types of symbols 

and letters be used. 

III. PROPOSED WORK 

A. Generation of Rectangular Matrix 

i) First place all the alphabets of key in a given matrix of 

from left to right and top to bottom with no repeating 

alphabets, integer value and special symbol. 

ii) Now fill all the remaining entries of matrix 8*8 with 

remaining alpha-bets, integer value and special symbol 

according to Table 1.  
 

Table 1. Symbols Table 

Symbols 

a q 6 [ 

b r 7 ] 

c s 8 { 

d t 9 } 

e u 
BS (Blank 

Space) 
@ 

f v  - $ 

g w _ * 

h x , \ 

i y ? & 

j z  / # 

k 0 . % 

l 1 ^  + 

m 2  ' < 

n 3 "  = 

o 4 ( > 

p 5 ) | 

 

iii) Convert all the entries into its equivalent integer value 

according to the given Table 2. 

iv) Table 2. Symbol Representation 

Symbols Value Symbols Value Symbols Value Symbols Value 

0 0 g 16 w 32 [ 48 

1 1 h 17 x 33 ] 49 

2 2 i 18 y 34 { 50 

3 3 j 19 z 35 } 51 

4 4 k 20 BS 36 @ 52 

5 5 l 21 - 37 $ 53 

6 6 m 22 _ 38 * 54 

7 7 n 23 , 39 \ 55 

8 8 o 24 ? 40 & 56 

9 9 p 25 / 41 # 57 

a 10 q 26 . 42 % 58 

b 11 r 27 ^ 43 + 59 

c 12 s 28 ' 44 < 60 

d 13 t 29 " 45 = 61 

e 14 u 30 ( 46 > 62 

f 15 v 31 ) 47 | 63 

iv) Converts all the entries into its equivalent binary number 

of 6 bits.  

v) Find the gray code for each value of table that comes 

from step (iv). 

vi) Now convert that code into its integer value. 

vii) If the value is greater than 64 then take a mode of that 

value with 64.  

viii) Now convert the values according to the Table 2.This 

matrix will be used for encryption purpose. 

B. Key Encryption Process 

Encrypt the key using caeser cipher technique. 

The formula which will be used for the encryption of key. 

K1=E (k+n) mod64 

Where n takes on a value in the range 0 to 63.But in our case 

the value of n=34 according to the values in table 2. 

n= (e+n+g+i+r) mod64 

Now with the help of this technique we will get an integer 

value for each letter of key. 

For the dual level of security we will again encrypt the key 

with the help of substitution matrix Table 3. 

For the same purpose, first we will convert the integer value 

(Get from Caeser Cipher Technique) of each letter of key into 

its binary number of 6 bits. 

We will take the first and last bit same and the middle four bits 

except first and last will be equal integer value (I) and first and 

last bit will be equal to integer value (II). 

Now will the help of I and  II we will get integer value(III) by 

using Table 3 substitution matrix and the value (III) will be 

converted into binary no of 4 bits and place between first and 

last bit.  

Thus the total no of bits will be equal to 6. 

 

C. Key Compression Process 

 

Now we will use the data compression technique for 

compressing the key. This technique will reduce the size of 

key than the original size. So that it will consume less space in 

memory and also take less time to transmit. 

Key compression can be done by eliminating the repetitive 

bits and replacing a smaller bit. For ex: If one is used nine 

times in a text then it will write as 91 which means one is 

repeated nine times. 

If the same bits are used more than nine times in the 

expression then it will be categorized into some parts. For ex: 

If there are 18 same bits repeated in an expression then it will 

be divided into a pair of nine (divided into two parts), if there 

are 27 same bits repeated in an expression then it will be 

divided into a pair of nine (divided into three parts) and so on. 

Key compression will be done if the key have more than two 

repeating bits. 
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Table 3. Substitution Matrix 

 

Middle Six Bits 

Outer 

Bits 

 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0 0 1 3 5 7 9 11 13 15 2 4 6 8 10 12 14 

1 2 4 6 8 10 12 14 0 1 3 5 7 9 11 13 15 

2 14 12 10 8 6 4 2 15 13 11 9 7 5 3 1 0 

 3 15 13 11 9 7 5 3 1 0 14 12 10 8 6 4 2 

 

IV. IMPLEMENTATION 

A. Generation of Rectangular Matrix and Encryption 

Suppose we have 8*8 rectangular matrix. In a given example 

key is engineering and plain text is real estate 

i) First place all the alphabets of key in a given matrix of from 

left to right and top to bottom with no repeating alphabets, 

integer value and special symbol. 

ii) Now fill all the remaining entries of matrix 8*8 with 

remaining alphabets, integer value and special symbol. 

e n g i r a b c 

d f h j k l m o 

p q s t u v w x 

y z 0 1 2 3 4 5 

6 7 8 9  - _ , 

? / . ^ ‘ “ ( ) 

[ ] { } @ $ * \ 

& # % + < = > | 

 

iii)  Convert all the entries into its equivalent integer value 

according to the given table 2. 

14 23 16 18 27 10 11 12 

13 15 17 19 20 21 22 24 

25 26 28 29 30 31 32 33 

34 35 0 1 2 3 4 5 

6 7 8 9 36 37 38 39 

40 41 42 43 44 45 46 47 

48 49 50 51 52 53 54 55 

56 57 58 59 60 61 62 63 

 

 

iv) Now convert all the entries into its equivalent binary 

number. 

 

 

 

 

001110 010111 010000 010010 011011 001010 001011 001100 

001101 001111 010001 010011 010100 010101 010110 011000 

011001 011010 011100 011101 011110 011111 100000 100001 

100010 100011 000000 000001 000010 000011 000100 000101 

000110 000111 001000 001001 100100 100101 100110 100111 

101000 101001 101010 101011 101100 101101 101110 101111 

110000 110001 110010 110011 110100 110101 110110 110111 

111000 111001 111010 111011 111100 111101 111110 111111 

 

v) Find the gray code for each value of the above table. 

001001 011100 011000 011011 010110 001111 001110 001010 

001011 001000 011001 011010 011110 011111 011101 010100 

010101 010111 010010 010011 010001 010000 110000 110001 

110011 110010 000000 000001 000011 000010 000110 000111 

000101 000100 001100 001101 110110 110111 110101 110100 

111100 111101 111111 111110 111010 111011 111001 111000 

101000 101001 101011 101010 101110 101111 101101 101100 

100100 100101 100111 100110 100010 100011 100001 100000 

 

vi) Now convert that code into its integer value. 

9 28 24 27 22 15 14 10 

11 8 25 26 30 31 29 20 

21 23 18 19 17 16 48 49 

51 50 0 1 3 2 6 7 

5 4 12 13 54 55 53 52 

60 61 63 62 58 59 57 56 

40 41 43 42 46 47 45 44 

36 37 39 38 34 35 33 32 

 

vii) If the value is greater than 64 then take a mode of that 

value with 64. 

9 28 24 27 22 15 14 10 

11 8 25 26 30 31 29 20 

21 23 18 19 17 16 48 49 

51 50 0 1 3 2 6 7 

5 4 12 13 54 55 53 52 

60 61 63 62 58 59 57 56 
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40 41 43 42 46 47 45 44 

36 37 39 38 34 35 33 32 

 

viii) Now convert the values according to the Table 2.This 

matrix will be used for encryption purpose. 

9 s o r m f e a 

b 8 p q u v t k 

l n i j h g [ ] 

} { 0 1 3 2 6 7 

5 4 c d * \ $ @ 

< = | > % + # & 

? / ^ . ( ) “ ‘ 

BS - , _ y z x w 

 

Now encrypt the message real estate. 

*First break the message into groups of two. 

re      al          e       st          at          ex 

*re encrypt by ma, al encrypt by 9], blank space e encrypt by 

9x, st encrypt by e8, at encrypt by ek and ex encrypt by te. 

Thus the encrypted message is ma9]9xe8ekte. 

B. Key Encryption Process 

Now encrypt the key using ceaser cipher technique. 

General additive cipher algorithm can be expressed as 

follows. For each alphanumeric value of key. 

K1=E (k+n) mod64 

Where n takes on a value in the range 0 to 63.But in our case 

the value of n=34. 

n= (e+n+g+i+r) mod64 

 = (14+23+16+18+27) mod64 

 = (98) mod64 

= 34 

For example. Key is engineering. 

K1=E (e+34) mod 64 

=E (14+34) mod64 

=58 

K2=E (n+34) mod64 

=E (23+34) mod64 

=57 

K3=E (g+34) mod64 

=E (16+34) mod64 

=50 

K4=E (i+34) mod64 

=E (18+34) mod64 

=52 

K5=E(r+34) mod64 

=E (27+34) mod64 

=61 

Thus encrypted key is 58 57 50 52 57 58 58 61 52 57 50 

Now first we will convert the integer value 58 into binary 

number of 6 bits. 

58=111010 

We will take the first and last bit same and the middle four bits 

except first and last will be equal integer value 13 and first and 

last bit will be equal to integer value 2. 

111010 

Now will the help of 2 and 13 we will get integer value 3 by 

using substitution matrix and the value 3 will be converted 

into binary no of 4 bits. 

3=0011 

Now we place this binary no between first and last bit.  

58=100110 

Thus the total no of bits will be equal to 6. 

Similarly we will repeat this process for the other integer 

values. 

57=111001 

8=1000 

57=110001 

50=110010 

11=1011 

50=110110 

52=110100 

9=1001 

52=110010 

61=111101 

4=0100 

61=101001 

Hence the final encrypted key is 

100110110001110110110010110001100110100110101001

110010110001110110 

C. Key Compression Process 

We will eliminate the repetitive bits and replacing a smaller 

bit to minimize the transmission time and save the space in the 

memory. 

100110110001110110110010110001100110100110101001

110010110001110110 

It will be written as:- 

120210213031021021201021302120210120210101203120

102130310210 

IV. RESULTS AND COMPARISION 

A comparison has been done with the baseline algorithm [9] 

where the authors have used the rectangular matrix which 

includes the alphabets in lower case and integer (0-9) only and 

the size of matrix is 6*6. In [9] the authors have also 

encrypted the key using caesar cipher while in the proposed 

algorithm 8*8 matrix is used which includes alphabets in 

lower case only, integers (0-9) and special symbols. A new 

rectangular matrix is used here to provide the more security 

during encryption process. Key encryption is also done with 

substitution matrix in the proposed algorithm to provide the 

more security during key transmission. Key compression 

process is also used that reduces the size of key than the 

original size. So that it will consume less space in memory and 

also takes less time to transmit while in [9] the authors simply 

transfer the key which lessens the security. To sum up, 

proposed algorithm is more secure as compared to baseline 

algorithm [9]. 
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Table 6. Comparison with Baseline Algorithm [9] 

Parameters Proposed Algorithm Baseline Algorithm 

[9] 

Size of Matrix 8*8 6*6 

Input 

Parameters 

Alphabets in lower case, 

integers (0-9) and 

special symbols. 

Alphabets in lower 

case and integers 

(0-9) only 

Substitution 

matrix and 

ASCII 

Substitution matrix and 

ASCII are used to 

provide the more 

security 

Not available 

Key Encryption Key encryption is 

performed using 

modified Caesar cipher. 

Key encryption is 

performed using 

Caesar cipher where 

the value of n is 

taken randomly. 

Key 

Compression 

Process 

Key Compression 

Process is used to reduce 

the memory size 

Not Available 

V.  CONCLUSIONS 

The conclusion of this work is that the use of Playfair 

technique is very useful. The requirement of the security can 

be done by using this technique. The encryption of key is very 

useful for more security. For the encryption of key this work 

uses Ceaser Cipher and Substitution matrix so that no one can 

understand it. Further this work uses Data Compression 

technique. Many authors used Playfair technique in the 

research but the transmission time is very huge due to large 

size of key and data consumes very large space in the 

memory. Hence the advantage of this work is that data will 

consume a very less space in memory and transmission time 

will very less as compared to others. 
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