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Abstract: The privacy and security have been becoming the
most exigent tasks in the Internet of Things (1oT) network. The
worst enemy could be the loT without the security and privacy
policies. MQTT depends on TCP as per the transport protocol,
and by default the encrypted communication is not being utilized
by the connection. This paper investigates the approach of
applying Advanced Encryption Standard (AES) for smart home
communication in MQTT based 10T network. A prototype of
network of smart homes is implemented and the data
transmission reception is done using MQTT protocol. AES
payload encryption with MQTT is done and the network is
analysed for privacy and efficiency. Brute force attack is
considered for testing the confidentiality and integrity of the data.
The hardware setup of the network is implemented using
Raspberry pi.
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I. INTRODUCTION

The major concerns in the 10T network are the security
and privacy. The security and privacy is required in the
network because there could be a chance of the
misconfiguration of the users. With the improper isolation
and security [2] shield we would be side-lined for the use of
loT in high-end applications. There are eaves dropping
attacks which capture few types of information like Brute
force attack (trial and error method for eaves dropping the
message). The communication happens more frequently in
the network between the end devices in smart homes and
therefore there is a more chance for eaves dropping. The
devices in the network should not respond to such eaves
dropping attacks. So a new security algorithm for smart
homes with wireless nodes to demonstrate secured
communication has been developed [5]. The properties for
which the network will be secured are confidentiality,
integrity and authenticity [4]. Confidentiality is the ability to
restrict the eaves droppers or the attackers from discovering
the original plain text message that has been transmitted by
the sender. Integrity is the ability to restrict an active
attacker from modifying the message without the notice of
the legitimate user. Authenticity is the assurance that a
message, communication of the information via source, it
entitles from authenticity which encompasses an evidence of
unigueness.
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Many researches have been done in the area of secured
communication for loT applications. Internet of Things is
evolving and getting advanced [9], [10] and there is also a
need for security. loT is widely used in smart home
applications to control any appliance in the house. Generic
design of smart home systems considering the major
challenges of privacy and efficiency are discussed in [1],
[3], [6]. Classification of different types of attacks, future
challenges related to security along with the directions that
need to be focused concerning enhancement of security [2].
Different types of attacks like low level attack, medium
level attack, high level attack are the major security threats
in 10T networks. 10T systems have become vulnerable on
the hardware due to malicious insertions of designs causing
a catastrophic damage to the system [4], [5].

An efficient protocol [11], [12], [14] has to be used for
building any smart applications considering the security
issues in the network. If the network gets subjected to the
attacks then the protocol would not be serviceable .So first
the threats for the network should be identified [5]. So a
security algorithm [13] for 10T application calls a need for
development for the purpose of providing securities for data
considering the confidentiality, integrity and authenticity.
The IoT protocol that has been used alone couldn’t be
enough in order to maintain the security. So a secure
encryption algorithm is applied on the data that has been
sent using the loT protocols [8] in order to facilitate for
prevention of data loss in the network.

Il. BACKGROUND STUDY

Message Authentication codes (MACSs) are required to
authenticate the message between the sender and receiver. It
involves a pseudo random function (PRF) in order to
maintain the secured communication between the nodes in
the network. The message is sent using the secured PRF
because there will be a probability or the threat that the
eaves droppers or the attacker might hack and tamper the
data. The general attack that an attacker does in this message
authentication codes is the chosen message attack which is a
method of sending random message instead of the original
message. In order to resist such an attacks, there is a
requirement of key in the pseudo random function which
maintains the confidentiality and integrity between the
sender and receiver.

Cyclic Redundancy Check (CRC) is a classic check sum
algorithm to detect the error in the transmitted message . The
CRC is used to detect the random errors in the message.
This algorithm doesn’t use any key, so there will be a threat
by the attacker for malicious attacks. The limitation in CRC
is that it checks the random errors but not malicious errors.
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Advanced Encryption Standard (AES) is used to
encrypt the plain text [7], [12], [13]. The encrypted data that
will be generated after the encryption is known as the cipher
text. AES performs all its operations on bytes rather than
bits. This comprises a series of linked operations like Add-
round key, Substitute byte(s-box), Shift-rows as well as
Mix-columns as shown in the Figure 1. The plain text is
processed in terms of blocks [8].The text which is encrypted
with the sequence should not be repeated. To achieve that
the initialization vector (V) is used. So this IV creates the
cipher text in such a way that it will not be responding to
any kind of dictionary attacks. The number of rounds of
linked operations on a plain text depends on whether it is
AES -128, AES-192 or AES-256. This AES algorithm is
considered as secured because it is resistant the attacks done
by the eaves droppers.

Add round key: In this add round key operation the plain
text will be added with the initial key. For the next round
key will be generated using the key scheduling algorithm.
The output of this operation is 128 bit as the plain text is 128
bits and the key also is 128 bits.

Substitute byte operation or s-box operation: An S-
box is a 16*16 matrix through which selection of values has
been done depending on the inputs of the new values that
are generated by the add round key operation. Each element
in the state array matrix constitute a byte or 8 bits. So using
the element of size 1 byte in the matrix we select the
element from the s-box thus forming a new state array
matrix.

Shift rows: After the S-box operation a new state array
matrix will be generated. The shift rows

Plain text

Plain text

Add round key

| Add Round key |
; Inv Sub bytes :
Inv Shift rows :

Add round key

Sub bytes

Shift Rows ]

Mix Columns

Add Round Key :

Sub byles :
' Shift Rows 3
Add round key

Cipher text Cipher text

Fig. 1 Linked operations for AES encryption and
decryption

operations has to be performed on the newly generated
matrix. This operation is performed on each row. The left
shift operation is performed on the each row. If it is zeroth
row the left shift operation is performed zero times, for the
first row the shift operation is performed one time and
similarly for the second and the third.

Mix column operation: The array that has been
generated after the shift row operation is stored in state
array. This state array is then subjected to mix column
operation. In this mix column operation there will be a
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predefined matrix. This predefined matrix is multiplied with
the each column of the state matrix. The result will be
replaced with the old column.

1. METHODOLOGY

Secured algorithm for smart homes in loT applications is
implemented in this paper. The system consists of network
of smart homes and is considered sending the data to the
server using a gateway node as shown in Figure 2. The data
sent from the sender to the receiver should be secured. So
before transmitting the data using some protocol, encryption
has to be done in order to maintain the security. The server
or the receiver end has to decrypt the data. Encryption and
decryption was done so that no other third party can see the
data except the sender and the receiver. The data from the
smart home are considered to be energy consumption
readings. Encryption keeps the data away from the eaves
droppers by providing confidentiality. MQTT protocol is
used for communication between the device and a server in
the 10T network.

Gatewaynode
/ 7 / A / y p 4
// // /// y
Smart Home 1 Smart Home 2 Smart Home 3 Smart Home 4

Fig. 2 System Overview

IV. IMPLEMENTATION AND RESULTS

The hardware setup of the network of smart home is
implemented using Raspberry Pi. The energy meter readings
from smart home are considered as the data to be sent to the
gateway node. The data at the sender node (smart home) is
encrypted before sending to the network.

AES algorithm is used as the secured Pseudo Random
Function than CRC. The block size used in

AES is 128 bits and the mode used is AES-CBC (Cipher
Block Chaining). The MQTT protocol is used for
communication between the device and a server.

The sample message and the cipher text after encryption is
shown in Figure 3 and Figure 4.
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msg = '1000'

b'37QoPAcalyrP/q246/mxpbakkZQShFSVY1T+PS74M10="
Ciphertext: b'37Q0PAcalyrP/q246/mxpbakKZQOhFSvY1T+pS74M10="

Fig. 3 Sample message and cipher text

man m
ux &
Wi

Isg :
b' aMKImey1NDe+0Fs0GGASJAACKA/SUSCDA/AnmhMEZDC="
Ciphertext: b'aMKIneyiNDe+0FsqGGdSJAACKA/SUSCDA/AnRAKEZDC="

Fig. 4 Sample message and cipher text

The cipher pattern that is generated will not be same all
the time as randomization is done using the Initialization
Vector. So this maintains the confidentiality of the data or
the message. The decryption is done using the same
password that has been used by the sender. The decryption
happens at the central entity which acts as a receiver. The
encrypted and decrypted data is shown in the Figure 5 and
Figure 6.

("encryptedtext:", u'37QoPAcalyrP/ 246/ mxpbakkZQINFSVY1T+PSTANIG:")
47d6826764241765658d057e406¢Tee

'plaintext:’, u'1688')
(encryptedtext.', u'37QoPAcalyrP/q246/mpbakkZqIMFSVYAT+PSTAN 16"
4706826764211765658d057e4g8c 7ee

Fig. 5 Encrypted and Decrypted data
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Fig. 6 Encrypted and Decrypted data

The results show that the confidentiality and security of
the information has been maintained between the sender and
the receiving parties. There are a lot of attacks done by the
eaves droppers on the cipher text. One of the popular attack
is the brute force attack which is a method of trial and error
in order to obtain passwords. An automated software has
been used to make a large number of consecutive guesses
until the desired data is achieved. The AES is
computationally secure against the brute force attack
because it is practically not possible to acquire 128 bit key
to get attacked by it.
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V. CONCLUSION

The security has become the major challenge in the loT
network. The loT protocols that are used in the network
should be resistant to the attacks. The network should
consider the major challenges of data integrity,
confidentiality and efficiency. In order to maintain data
integrity, confidentiality and efficiency of the system proper
cryptographic schemes have to be introduced to the network.
Considering the major challenges of security in the loT
network a prototype has been implemented with secure
MQTT using AES algorithm.
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