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Abstract: Mutation testing is one of the oldest and unique
testing techniques to perform white box testing of software
applications. Code coverage becoming an increasing concern in
the testing cycle of software, mutation testing technique aids in
achieving higher code coverage and unearthing more number of
errors at the testing site itself. The parameters like the database
connectivity, session management, cookie management, are the
beginning point of web application testing failures given the
heterogeneity aspects associated with the development of a web
application. A detailed account on list of available testing tools
for performing mutation testing are presented here. A big bundle
of mutation testing tools are still available, however they are not
focussing on some of the crucial web vulnerabilities like session
and cookie management in web apps. In the current work, a tool
to perform mutation testing of web applicationsis developed and
tested to see if desired results are occurring. An architecture of
the tool is designed is discussed and presented. A brief analysis
on resultsis presented.
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I. INTRODUCTION

Web Applications are growing in tandem with the entire
e-commerce giant leaping up exponentialy every
day[1][17]. A large amount of customer retention happens
with the credibility of the web application in use. And hence
aproper testing isthe need of the day when especialy small
to medium to large businesses are banking on a web
application for growing in their business. Typically a web
application also has grown from mere information presenting
lopsided html pages to a more dynamic software where
information flows through between the clients and the server.
The incredible discriminating features of a web app from
regular software are what make them unusual for the regular
kind of testing. Mutation testing, the other negative testing
finds an interesting space when it comes to digging the
deeper overlooked faults made unknowingly by the
developers who end up fixing those vulnerabilities at a
whopping cost much later[15].
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The idea of mutation testing is to seed in buggy code at
known pointsin the original sourcefile and test it against the
regular test suite. If the software thwarts the buggy code and
gives awrong output, then the mutant is said to be killed and
there is a strong test case, nevertheless assuring a secure
software. However, if the software were to render results
exactly the same way like the origina code overlooking the
faulty code, then there are two things to be ascertained. One
isto enhancethe test input sample size and check to seeif the
mutant is overthrown. If the mutant still persists then thereis
a need to increase the test suite with a new test case and a
backward tracing of the faulty code's abnormal behavior till
the actual bug is unearthed.

Usuadly for performing mutation testing of a software,
there need to be some mutation operators which serve as
appropriate changes in the source code and then the faulty
software is tested either manually or through any automated
tool. There needs to be some metric to evaluate the
effectiveness of the mutation test suite that was applied on
the software. However, previous works reveal that mutation
operators were not proposed in every vulnerable area of web
applications though.

Il. LITERATURE SURVEY

The web applications with their heterogeneous nature
have many vulnerabilities like cross site scripting[ 7], broken
session management and authentication[16], application
logic failures, database connectivity problems, cross browser
compatibility[3][8] are some of the worst security related
vulnerabilities that dynamic web applications often succumb
to while in execution. There are toolsto perform load testing
and performance testing of web apps but there are not many
tools which test all the heterogeneity aspects mentioned
afore. In this work, an automated testing tool to perform
mutation testing of javascript based web applications is
presented. Novelty of thistool liesin its ability to implement
mutation operators so far not defined in any of the previous
mutation testing works.

There are quite anumber of toolsfor performing mutation
testing on various stand alone applications. Tools like
MuClipse, PIT, Jumble perform mutation testing on Java
based stand alone applications and tools like Mutpy and
Cosmic Ray on stand alone python
programs[2][14][18][19][20].
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However, the number of tools offering mutation based
testing to web apps are quite few like WebMuJava,
Selenium, HP-QTP, FitNesse, Watir, testComplete,
LoadRunner, TestNg, TOSCA, SilkTest,
WinRunner[4][5][9][10][11][12][13].

A review of some of the automated testing tools and the
type of testing supported by the tools led the survey to some
interesting facts that there are not many tools available for
testing the non-functional requirements of the web
applications like security, performance, availability etc.
Most tools focused on testing the functional requirements
which otherwise could be brought down to the unit level
testing.

MuClipse Tool offers different mutation operators to the
tester who can choose from the list provided on the User
Interface for launching corresponding test cases. The test
cases are run using JUnit and tool displays a mutation score
at the end of testing[24].

Jumble and PIT tool is a mutation based testing tools
which performs mutation at byte code level[21][23].
Cosmic-ray, Mutpy are mutation testing tools for python

based web applicationg[20][22]. WebMuJava is a mutation
testing tool for web applications. It tests mutation operators
over web applications with vulnerabilitiesin link transitions,
state management etc[16].

I11. ARCHITECTURE OF TOOL

In this work, an automated testing tool named MUTWEB
is developed and used for mutation testing of 5 sample open
source web apps. Tools architectureis as presented in Fig. 1.
There is a presentation layer which facilitates selection of
operators, a canonical layer which mutates the original code
to pieces of mutants and the logic layer which analyses the
results and writes log files for the tester’s understanding of
the results. Further efforts are underway to feed the results of
the tool to a machine learning algorithm which analyses the
nature of defects and makes a prediction of defects in web
applications with precision.

Table-l: Various Testing Tools Currently Available

SNo | Tool Name Type of Testing Browser Support Language Supported Open Sour ce/
Supported .
Licensed
1 WATIR Functional Testing IE, Chrome, Safari, | All Open source
Firefox
2 Selenium Functional Testing IE, Chrome, Safari, | Java, .NET, Ruby, Perl, Open source
Firefox PHP
3 HP-QTP Functional Testing IE, Chrome, Safari, | VB Script Licensed
Firefox
4 Fitnesse Acceptance Testing N/A Java, Python, C#, Open source
5 testComplete Functional Testing, Unit | IE, Chrome, Safari, | VBScript, Jscript, Licensed
Testing Firefox L
Python, Delphi Script,
C++ script, C# Script
6 Load Runner Load Testing Chrome, Sefari, IE, | Java, .NET, JavaScript, Licensed
Firefox -
HTML scripting
7 Test Ng Integration Testing, N/A Java Open source
Functional Testing,
End-End Testing, Unit
Testing
8 TOSCA Functional Testing IE, Firefox, Chrome | Delphi, .NET including Licensed
WPF, Java,
swing/SWT/AWT, VB
9 SilkTest Functional Testing IE, Firefox .NET, Java, Swing, Licensed
SWT, DOM
10 WinRunner Functional Testing Any Browser Any web based Licensed
application
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S.No | Tool Name Typeof Testing Browser Support L anguage Supported Open Sour ce/
Supported ,
Licensed
11 ApacheJMeter Performance Testing, Any Browser web service Open source
Load Testing
12 NeolLoad Load Testing IE, Firefox, Chrome | ASP, .Net, J2EE, PHP Licensed
13 LoadUl Load Testing Any Browser Any web based Licensed
application
14 WebL oad Load Testing IE, Firefox, Chrome | HTTP/HTTPS (SSL, Licensed
TLS), WebSocket,
PUSH, AJAX, SOAP,
HTML5, WebDAV and
others.
15 WAPT Load Testing, Stress IE, Firefox, Chrome | Java Script Licensed
Testing and others
16 Rational Performance Testing Any Browser Any Script, XSS, SOAP | Licensed
Performance
Tester
17 Testing Anywhere | Functional Testing IE, Firefox, Chrome | Any Web Based Licensed
Application
18 Qengine Functional Testing IE, Mozilla, Firefox | VBScript, Jscript, Licensed(but
Python, Delphi Script, End- of Sale)
C++ Script, C# Script announced
19 MUTANDIS Functional Testing Any browser Java Script Open source
20 ATUSA Functional Testing Any browser Ajax based any script Open source
crawling
21 Crawljax Navigation Testing Any browser Ajax based any script Open source
crawling
22 JSART Regression Testing Any Browser Java Script based any Open source
web application
23 webMate Regression Layout IE, Firefox, Chrome | VBScript, Jscript, Licensed
Testing and others Python, Delphi Script,
C++ Script, C# Script
24 reAjax Functional Testing Mozilla, Firefox Ajax based scripts Open source
25 WebVizor Functional Testing Any browser Any Language Open source
26 Web Portal In Integration Testing Any browser Any Script Open source
Container Testing
27 Veriweb Tool Navigation Testing Any browser JavaScript Open source
28 WebScarab Security Testing IE, Firefox, Chrome | Any Script, XSS, SOAP | Open source
and others
29 Acunetix Security Testing, Any browser Any Script, XSS, SOAP | Licensed
Penetration Testing
30 Fortify Security Testing Any web browser C#,.NET, Java, ASP Licensed
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IV. IMPLEMENTATION

The tool is deployed on apache tomcat server.

Initially, the web application under test should be placed in

Web the directory of the testing tool’s source code. The

Mutation MUTWEB’s web.xml is updated with the files of the

Operators application. The main page of the application is executed.

Here, thefileto be mutated is given asinput and the mutation

Web T operator is selected. Some operators require generation of
Application | Bt l L log file before mutation and a section for doing the above
Source ' g i process is provided. The log file generation code is inserted
Code S Mutant M Ted into the file and the mutated application must be executed to
Generator Regiemerts: | writelog codeinto alog file. Then another section which also

S ; ; takes input as a file name and type of operator is provided

l which now applies mutation and modifies the logger code

: inserted previously. Figure 3 shows the home page of the

Test , MUTWEB tool which enablesthetester to enter the filename

Executor  AT——1  Test Cases under test.
: The application is executed again in order to generate
l another log file. The file name and the type of operator
selected before and applying mutation must be the same.

After both the log files are generated, result analyzer
compares the contents of both log files is executed. And the
status of the mutant is displayed (Live or Dead). After this,
the contents of both thelog files are cleared. Before mutation
is applied, a copy of that file is created and after executing
the log checking servlet, the contents of mutated file are
updated with its original contents.

The mutation operators applied on the web applications
for testing using the current tool are presented in Table-Il.

Result
Analyzer

Fig. 1. Architecture of MUTWEB

Table-11: Mutation Operators I mplemented in MUTWEB

S.No. | Name of Description Category
the
Operator
1| DSID If aprofile URL istried to be accessed even after logging out of aweb Incorrect
application, the user information has to be inaccessible and be redirectedto | Session
login page again. M anagement
2 | DACD Add Cookie Method Deletion - This operator simply deleted the cookie Incorrect Cookie
method from the source code. M anagement
3 | DHBR HTTP Boolean Replacement- Thiswill not throw any error but problems Incorrect
might occur while validating the current session Session
Management
4 | DFIR Forward Include Replacement - This operator will replace forward' with Incorrect
'include’ and vice versain the following code. But with respect to servietsthis | Session
operator has not been validated. M anagement
5 | DRDUR Request Dispatcher URL Replacement- Modifying the URL inthe codeand | Incorrect
checking the result with the original code execution. Request Dispatcher Session
method has not been checked for in the previous works so far. M anagement
6 | DCD Close Method Deletion — the conn.close() method isresponsible for claiming | Incorrect
back the connection resources offered to the client. However if the Session
conn.close() method is removed then the resources continue to be in use Management
without being reall ocated for a new connection thus impacting performance
of aweb application as the number of users accessing it increases.
7 | DSSR Sessions Set Attribute Name Replacement - Incorrect
Session
Management
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8 | DGSR Session Name Replacement — Replace the session name in the URL with Incorrect
another previous or some random value and check to seeif the contents of the | Session
web application are till accessible. M anagement
9 [ DCDM Cookie Method Modification Incorrect Cookie
M anagement
10 | BAR Basic Authentication Replacement Incorrect
Session
Management
11 | AAR Advanced Authentication Replacement Incorrect
Session
Management
12 [ XSSC Cross Site Scripting Check Cross Site
Scripiting
Vulnerability
13 | DRUR Modifying the URL- Modifying the Url in the code and checking theresult | Incorrect
with the original code execution. Session
RequestDispatcherrd=request.getRequestDispatcher("Welcome.html"); M anagement
14 | DSGD Servlet based web application’s getAttribute function is deleted. Incorrect
Session
Management

A. User Interface

Fig. 2 presents the front page where the user is
provided with options to enter the filename for applying
mutation, selecting the type of mutation operator and option
to generate log file before and after mutation.

Fig. 2. Home Page of MUTWEB Tool

B. LoggerServiet

This Servlet will get the information such as
filename and type of operator selected and will add some log
code related to the selected operator in the given filename.
However, thiswill not apply mutation but that log codeis used
to generate alog filewhich islater used for comparison. After
applying log code, its redirected back to the input page. This
page will compare the contents of the two log files that are
generated and produce an output which tells whether the
mutant applied is live or dead. After checking the contents,
contents of both thelog files are cleared and the mutated code
isreplaced back with its original code.
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Fig. 3 Invoking Result Analyzer for checking Wheth
mutant islive or dead.

The steps for generating log file, running a servlet
before applying mutation are not similar for al operators. For
example, before applying the DACD mutation operator, the
servlet under test isto be executed before applying mutation.
There is no need for applying a test which generated log file
before the mutation process. After applying this operator, two
log files are generated by the back-end code of DACD
operator. After applying this code, the updated servlet is run
again. Sample code for generation of log file when trying to
execute the DACD mutation operator isprovided in Table-111.

C. Code Snippets

The code snippet in Table-1l presents the sample mutated
code generated for the corresponding mutation operator
selected by the tester against the web application under test.
Similarly, other mutants also would get generated based on
operator selected.
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Table111: Sample Code Snippet

File log= new File(fn);
Pattern p = Pattern.compile("request.getSession.");
Matcher m1;

{

FileReaderfr = new FileReader(log);

String s;

String total Str ="";

try (BufferedReaderbr = new BufferedReader(fr)) {
while ((s=br.readLine()) !=null) { m1

= p.matcher(s);

if(!lm1.find()){ totalStr

+=S,

total Str +="\n;

}

elsef

total Str += "HttpSession session=request.getSession(true);";
total Str +="\n';

}

}

FileWriterfw = new FileWriter(log);
fw.write(total Str);

fw.close();

V. RESULT ANALYSIS

Upsorn and Offutt [16] tested their mutation operators on
15 open source web applications that are made available at
http://github.com/nanpj. To apply the proposed operatorsfive
web applications were picked up in the current work, which
are servlet based and were subjected to mutation testing with
the proposed operators.

In the current work, web apps under testing are referred
to as experiments, where g refers to ith experiment. For
testing the proposed operators by the authors, only 5
applications namely BSVoting, HLVoting, KSVoting,
Conversion and computeGPA are taken into consideration.
BSVoting, HLVoting and KSVoting are online voting
applications which allows a student to maintain and cast their
vote against other user’s votes. computeGPA is an application
which computes the grade point average of a particular
student by accepting their credit hours and grades for the
courses the students enrolled. Conversion is a simple webapp
which enables usersto do online conversion of measurements
from one unit to another.

All these experiments are using features that include
session management, cookie management, authentication, etc
to test our proposed mutation operators. Table-1V lists the
experiments along with details of number of lines of codein

each web app under test and the total number of components
each web app is comprised of .

Table-1V: Subject web appsunder Test

Subjects Components LOC
BSVoting(EL) 11 930
computeGPA(E2) 1 1619
HLVoting(E3) 12 939
KSVoting(E4) 7 1024
Conversion(E5) 1 388

Every mutation operator does a specific code change at
known points and the web application’s behavior is studied
after the inserted change. If the web app thwarted the change
done effectively with its exception handling codes imbibed
efficiently, then that particular mutant is killed. If not , we
have a susceptibility exposed.

A detailed break up of mutants generated and killed by web
mutation adequate tests is presented in Table-VII. The
operator wise summary of mutants killed by each of the web
mutation adequate tests is provided in Table -VIII.

It is apparent that not al mutation operators help in
detecting faults in web apps, but some of them recommend
preferred web applications features for developing a better
web app and improve the standard of the application. For
instance, the experiments under investigation are not
employing cookies and suggest that the web developers
actually use cookies for better performance of their
application. Similarly, the experiments in investigation were
found to be using xml filesto store and retrieve datainstead of
a database in the backend. The authors are further exploring
other open source web applications which used database
connectivity to test some of the operators thereof.

Summary of mutants generated and killed by each and
every web app is presented in Table-V.

Table-V: Summary of mutants generated and killed by
web mutant adequate tests

Exp# | Mutants Equivalent Killed Tests
El 43 8 35 10
E2 14 6 8 4

E3 61 18 43 9

E4 54 18 36 10
E5 3 0 3 3

Moreover, the web applications in test, did not use a
backend database due to which the proposed operators could
not induce mutants into the code. The developers used xml
files for storing and retrieving data which affects the security
of the application as it is quite easy to edit the xml files by
gaining access to them.

Table-VI: Summary of mutants generated by Web Mutation Adequate Tests Operator Wise

M utants Gener ated Total
Exp n | x % p o r | o
o|lo|lalx|a|lal% %8|« 518 z A
p|<|T|zc|2|0|B|0|0|<]|< g% AR AR A-EE=RR
olo|lolao|lao|lao|lao|la|lo|ld|<|X|ojlo|lo|laololaolao
E1 1 0 1 4 4 0 4 10 | O 0 0 1 4 10 | O 0 0 0 4 43
E2 |1 0O |0 0 0O |0 6 0O |0 0O |0 1 0O |0 0 0O |0 0 6 14
E3 |1 0 1 9 0O |0 118 |1 0 0O |0 1 1 11 |0 0O |0 0 18 | 61
E4 1 0 1 6 7 0 11 | 1 0 0 0 1 7 8 0 0 0 0 11 | 54
E5 |1 0 1 0 0O |0 0 0O |0 0O |0 1 0O |0 0 0O |0 0O |0 3
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Table—VII: Summary of mutantskilled operator wise by web mutant adequate tests

MutantsKilled Total

Exp ol x g s x| o x| o

OO0 |l m| X 33 04 zZ

5| < | |c|R|3 ?:? 6185 |% (%é 2| 3|1F| 88|89 @

olo|laolao|lao|lao|lao|lalo|ld|l<|X|o|lo|lo|laololaolao
E1 1 0 1 4 0 0 4 10 | O 0 0 1 4 10 | O 0 0 0 0 35
E2 1 0 0 0 0 0 6 0 0 0 0 1 0 0 0 0 0 0 0 8
E3 1 0 1 9 0 0 18 |1 0 0 0 1 1 11 |0 0 0 0 0 |43
E4 1 0 1 6 7 0 11 |1 0 0 0 1 0 0 0 0 0 0 0 36
E5 1 0 1 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 3

A mapping of the generated mutants verses the killed
mutants is presented in Fig. 3. It is evident that the killed
mutants represented a significant number of faults exposed
due to the proposed mutation operators. Nevertheless, there
are still some operators which could not be floated due to lack
of usage of those particular featuresin the sample case studies
taken. For instance, none of the web apps undertaken as case
studies implemented backend database connectivity, and
cookies as part of development. Sans these operators test
suites were written only to test the features falling under the
proposed operators’ category.

Eee=s DSSD

DPD
DRUR
BAR
DSSR
DFIR
DsID

Mutants Generated |

AR

o

20 40 60 80

EES EE4 EE3 EE2 HE1 H

M Exp mES E4 E3 E2 mEl

Fig. 1. Mutants Generated VsKilled Mutants

V1. CONCLUSIONSAND FUTURE WORK

WEBMUT offers a humble beginning of the
proposed mutation operators by the authors. In continuance to
its purpose behind design, there needs to be more mutation
operators added including some more generic operators,
language based operators, to make it ageneric tool that can be
offered across to any web based application and giving
flexibility to the tester to choose a set of operators that he
would like to apply for a specific application under test.

There can be some more generic operators proposed
for web application vulnerabilities like missing plugins, cross
browser compatibilities. Typicaly, one suits al kind of
testing suite is the need of the hour to test any kind of web

complete and comprehensive test suite for any web
application to test its non functional requirements.

The tool is working as per the expectations with
which it isbuilt. However it could be further modified to feed
the results to a machine learning a gorithm which upon taking
feed from the tool could make defect prediction in web
applications. Then the automated testing of web applications
would become an end to end solution for better performance
security of web apps. The tool could further be extended to
compute the test suite adequacy metric in an attempt to help
the testers gain deeper insights into the efficiency of the test
suite being employed by them for testing the web apps.

However, other metrics pertaining to mutation testing need
further exploration like mutation score computation for
statistical evaluation of the web apps under test.
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